
Integration of UNCITRAL’s Model Law on Electronic Signatures into Indian Law: An 

Analysis of Section 19 of the Information Technology Act 2000 and Digital Signature (End-

Entity) Rules 2015 

First author: Jaswinder Singh  Research scholar, School of law   Maharaja Agrasen university 

 Atal Shiksha Kunj, Village Kalujhanda, ,Baddi Distt,Solan , Himachal Pradesh 174103 

Email; js11310a@gmail.com 

 

Second Author: Kuldeep Chand, Professor School of law   Maharaja Agrasen university 

 Atal Shiksha Kunj, Village Kalujhanda,baddi  Distt, Solan, Himachal Pradesh 174103 

Email : dogra.kuldeepchand@gmail.com 

ABSTRACT 

This  paper will explore the integration and impact of UNCITRAL’s Model Law on Electronic 

Signatures within the Indian legal framework, focusing specifically on Section 19 of the 

Information Technology Act, 2000, and the Digital Signature End-Entity Rules. The study will 

examine how these international guidelines have been adopted into Indian law to create a robust 

mechanism for the use and recognition of digital signatures. Additionally, the paper will analyze 

the practical implications of these regulations for electronic commerce and digital transactions 

in India, and how they align with global standards. 
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The United Nations Commission on International Trade Law (UNCITRAL) plays a key role in 

making international trade laws more consistent and up-to-date. It does this by creating model 

laws that countries can adopt. These model laws help set clear and effective rules for electronic 

commerce and digital transactions, making international trade smoother, more efficient, and 

more reliable. 

 Uniform set of principles and guidelines as their fundamentals, UNCITRAL's model laws help 

reduce the complexities and uncertainties of cross-border transactions. This ensures that 

electronic communications, contracts, and records are recognized and enforceable in different 

countries, reducing legal barriers and making international trade more predictable. 

 UNCITRAL has made new rules to adapt to these changes, like the 2017 Model Law on 

Electronic Transferable Records and the 2022 Model Law on the Use and Cross-border 

Recognition of Identity Management and Trust Services. These rules acknowledge that people 

now trade digital things and aim to make it easier to use systems where information is spread out. 

At a meeting in 2017 for UNCITRAL's fiftieth anniversary, people talked about exploring new 

ways of doing business across borders. So now, UNCITRAL is keeping an eye on things like 

smart contracts, artificial intelligence, and other digital economy issues such as how information 

is shared across different countries. All these ideas help shape the new rules and agreements that 

UNCITRAL makes for digital trade.1 

 

The Model Law on Electronic Commerce (MLEC) was initially tailored to address electronic 

communications through electronic data interchange (EDI), while subsequent texts like the 2005 

                                                
1 https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/digitaleconomytaxonomy.pdf. 
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United Nations Convention on the Use of Electronic Communications in International Contracts 

(ECC) focused on electronic communications via Internet technologies.2 

 

Since then, technological advancements have significantly reshaped international trade, leading 

to the emergence of new trading methods and goods. Recent UNCITRAL electronic commerce 

texts, such as the 2017 Model Law on Electronic Transferable Records (MLETR) and the 2022 

Model Law on the Use and Cross-border Recognition of Identity Management and Trust 

Services (MLIT), have adapted to recognize digital trade items and facilitate the use of 

distributed systems. Discussions at a 2017 congress, held to commemorate UNCITRAL's fiftieth 

anniversary and explore new avenues in cross-border commerce, highlighted the need for future 

harmonization efforts. Consequently, UNCITRAL responded to a proposal to monitor 

developments in the legal aspects of smart contracts and artificial intelligence  by broadening its 

exploratory work to encompass a comprehensive understanding of legal issues related to the 

digital economy. This includes topics such as distributed ledger technology, supply chain 

management, and cross-border data flows.3 

Preamble of the information technology act 20004 

The statement in preamble outlines the objectives and reasons for enacting the Information 

Technology Act, 2000 in India. Here's an analysis to justify that the statute aligns with the 

UNCITRAL Model Law on Electronic Commerce,the Information Technology, Act aims to 

provide legal recognition for transactions carried out electronically, aligning with the 

UNCITRAL Model Law's objective of promoting the use of electronic means in commerce.   

                                                
2 https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/digitaleconomytaxonomy.pdf. 
3 https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/digitaleconomytaxonomy.pdf.      
   At page 2 
4 The information technology act 2000 
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Act also aims to facilitate electronic communication by providing legal recognition to electronic 

data interchange and other electronic communication methods, which is consistent with the 

UNCITRAL Model Law's focus on promoting the use of alternatives to paper-based methods of 

communication. 

  The Act references the Model Law on Electronic Commerce adopted by the United Nations 

Commission on International Trade Law, indicating India's intention to align its laws with 

international standards and promote uniformity in the legal framework applicable to electronic 

commerce, as recommended by UNCITRAL. 

  The Act aims to promote efficient delivery of government services through reliable electronic 

records, reflecting UNCITRAL's objective of modernizing and harmonizing laws to 

accommodate electronic methods of communication and storage of information. 

  The Act includes provisions to amend various existing laws, such as the Indian Penal Code, the 

Indian Evidence Act, the Bankers' Books Evidence Act, and the Reserve Bank of India Act, to 

ensure coherence and consistency in the legal framework governing electronic commerce, 

similar to the approach advocated by UNCITRAL,by mandating legal recognition for Electronic 

Transactions 

Overall, the objectives and provisions of the Information Technology Act, 2000 in India align 

closely with the principles and recommendations set forth in the UNCITRAL Model Law on 

Electronic Commerce, indicating India's commitment to modernizing its legal framework to 

facilitate electronic commerce and promote international harmonization in this field. 

UNCITRAL Model law on electronic signatures 5  

The UNCITRAL Model Law on Electronic Signatures was adopted on July 5, 2001, with the 

goal of promoting the use of electronic signatures by setting standards for their reliability 
                                                
5 https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/ml-elecsig-e.pdf 
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compared to handwritten signatures. It assists countries in creating fair and modern laws 

regarding electronic signatures, ensuring clarity in their legal status. The rise in electronic 

authentication methods replacing handwritten signatures highlighted the need for a specific legal 

framework to address uncertainties regarding their legal validity. In response, the Model Law 

builds upon the principle outlined in Article 7 of the UNCITRAL Model Law on Electronic 

Commerce, advocating for a technology-neutral approach to fulfill signature functions in 

electronic environments. This ensures fairness by not favoring any specific technology or 

process. The Model Law establishes criteria for the reliability of electronic signatures, along with 

basic rules of conduct guiding the responsibilities and liabilities of signatories, relying parties, 

and third parties involved in the signing process. Additionally, it encourages the recognition of 

foreign certificates and electronic signatures based on the principle of substantive equivalence, 

disregarding their country of origin. 

Article 12 in the UNCITRAL Model Law on Electronic Signatures 6. It indicates that the article 

deals with how certificates (which verify the identity of the person or entity using the signature) 

and electronic signatures issued or created in one country are recognized and treated in another 

country. 

The legal effectiveness of a certificate or electronic signature does not depend on where it was 

issued, created, or used, nor on the location of the issuer's or signatory's business.A certificate 

from another country has the same legal effect as a local certificate if it is equally reliable.An 

electronic signature from another country has the same legal effect as a local one if it is equally 

reliable.To determine if a foreign certificate or electronic signature is reliable, recognized 

                                                
6 https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/ml-elecsig-e.pdf  
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international standards and other relevant factors should be considered.If parties agree to use 

certain types of electronic signatures or certificates, this agreement is valid for cross-border 

recognition unless it would be invalid under applicable law.Article 12 of the ECC is important 

because it includes a rule that explicitly supports the validity of contracts formed by an 

"automated message system," whether it's interacting with a person or another automated system. 

This rule states that a contract shouldn't be considered invalid or unenforceable just because no 

person reviewed or intervened in each step taken by the automated message system or in the 

resulting contract. 

 

Section 19 of the information technology act and article 12 of  model law on electronic 

signature  

As per section 197 The Controller as appointed under the information technology act , with prior 

approval from the Central Government and through notification in the Official Gazette, can 

recognize a foreign Certifying Authority, subject to specified conditions and restrictions.Once 

recognized any electronic signature certificate issued by such a Certifying Authority becomes 

valid under this Act. If the Controller finds that a Certifying Authority recognized under 

subsection (1) has violated any of the specified conditions or restrictions, he can revoke its 

recognition. This decision must be recorded in writing and published in the Official Gazette. 

                                                
7 S. 19 the information technology act 2000 
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Section 19 of the Information Technology Act, 2000, aligns closely with the provisions of 

Article 12 of the UNCITRAL Model Law on Electronic Signatures. Here's an analysis of how 

Section 19 promotes the principles outlined in Article 12: 

Recognition of Foreign Certifying Authorities, Article 12 of the UNCITRAL Model Law 

emphasizes the recognition of foreign electronic signatures and certificates to promote cross-

border interoperability and facilitate international trade. Section 19 of the Information 

Technology Act allows the Controller, with approval from the Central Government, to recognize 

foreign Certifying Authorities. This provision promotes the recognition of electronic signatures 

issued by foreign entities, thereby fostering international trust and acceptance of electronic 

transactions. 

Validity of Electronic Signature Certificates, Article 12 ensures that electronic signatures and 

certificates issued by recognized authorities hold legal validity. Similarly, Section 19 specifies 

that electronic signature certificates issued by recognized Certifying Authorities, whether 

domestic or foreign, are valid under the Information Technology Act. This provision ensures that 

electronic signatures have legal recognition and enforceability, promoting confidence in 

electronic transactions both domestically and internationally. 

Revocation of Recognition, Article 12 of the UNCITRAL Model Law allows for the revocation 

of recognition if a Certifying Authority fails to comply with specified requirements. Section 19 

of the Information Technology Act mirrors this provision by granting the Controller the authority 

to revoke the recognition of a Certifying Authority if it contravenes specified conditions or 
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restrictions. This ensures accountability and compliance with regulatory standards, thereby 

safeguarding the integrity and reliability of electronic signatures and certificates. 

Section 19 of the Information Technology Act, 2000, promotes the provisions of Article 12 of 

the UNCITRAL Model Law on Electronic Signatures by facilitating the recognition and validity 

of electronic signatures issued by foreign Certifying Authorities and ensuring mechanisms for 

oversight and compliance. 

The Digital Signature (End Entity) Rules, 2015,8  

They serve as a regulatory framework governing the issuance and management of digital 

signatures in India. Under the authority given by section 87 of the Information Technology Act, 

2000 (Act No. 21 of 2000), the Central Government has established the following rules, called 

The Digital Signature (End Entity) Rules, 2015.  

 The rules aim to promote digital transactions and enhance the security and reliability of digital 

signatures. By providing guidelines for the issuance and management of digital signatures, the 

rules contribute to creating a conducive environment for e-commerce and digital governance. 

However, the effectiveness of these rules in achieving widespread adoption of digital signatures 

depends on factors such as awareness, infrastructure, and ease of implementation. 

While the rules are designed to ensure the security and integrity of digital signatures, they may 

impose a significant compliance burden on entities involved in issuing and managing digital 

signatures. Compliance with regulatory requirements such as security standards, audit trails, and 

                                                
8 The digital signatures (end entity)rules 2015 
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record-keeping obligations may require substantial resources and expertise, particularly for small 

and medium-sized enterprises (SMEs) or startups. This could potentially act as a barrier to entry 

for some businesses or hinder innovation in the digital signature ecosystem. 

The rules include provisions aimed at protecting consumers and ensuring the authenticity and 

reliability of digital signatures. By requiring stringent identity verification and authentication 

procedures for digital signature certificate applicants, the rules seek to minimize the risk of fraud 

and unauthorized use of digital signatures. However, the effectiveness of these measures in 

safeguarding consumer interests depends on the enforcement mechanisms and oversight by 

regulatory authorities. 

One of the key challenges in the adoption of digital signatures is ensuring interoperability and 

global recognition. While the rules provide a framework for the issuance of digital signatures 

within India, interoperability with digital signature frameworks in other countries remains a 

challenge. Achieving mutual recognition agreements and harmonizing regulatory requirements 

across jurisdictions is essential to facilitate cross-border digital transactions and promote 

international trade. 

The digital landscape is continuously evolving, with advancements in technology such as 

blockchain, biometrics, and quantum cryptography presenting new opportunities and challenges 

for digital signatures. While the rules provide a foundation for the regulation of traditional digital 

signature mechanisms, they may need to be periodically reviewed and updated to accommodate 

technological advancements and emerging best practices in digital authentication. 
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While regulations are necessary for ensuring the security and reliability of digital signatures, 

overly prescriptive rules may stifle innovation and hinder the development of new technologies 

and business models. The rules should strike a balance between providing regulatory oversight 

and allowing flexibility for experimentation and adaptation to evolving market dynamics. This 

flexibility is particularly crucial in the rapidly evolving digital landscape, where regulatory 

frameworks must keep pace with technological advancements and changing consumer 

preferences. 

The rules should be designed to promote accessibility and inclusivity, ensuring that digital 

signature services are accessible to all segments of society, including individuals with 

disabilities, marginalized communities, and those with limited access to technology. Measures 

such as simplified application procedures, user-friendly interfaces, and support for alternative 

authentication methods can help enhance accessibility and ensure that digital signature services 

are inclusive and equitable. 

Digital signatures involve the processing and transmission of sensitive personal and confidential 

information. Therefore, it is essential to have robust data privacy and security measures in place 

to protect against unauthorized access, data breaches, and misuse of personal information. The 

rules should incorporate stringent data protection requirements, encryption standards, and 

cybersecurity protocols to safeguard the confidentiality, integrity, and availability of digital 

signature data. 

Effective implementation of the rules requires capacity building initiatives and awareness 

campaigns to educate stakeholders about the benefits, risks, and best practices associated with 
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digital signatures. Governments, industry associations, and civil society organizations should 

collaborate to develop training programs, workshops, and informational materials to enhance 

digital literacy and promote responsible use of digital signature technologies. Additionally, 

efforts to raise awareness about the legal and regulatory framework governing digital signatures 

can help build trust and confidence in digital transactions. 

Regulatory frameworks should undergo regular monitoring and evaluation to assess their 

effectiveness, identify gaps and deficiencies, and make necessary adjustments to improve 

outcomes. This process should involve stakeholder engagement, feedback mechanisms, and 

performance indicators to measure the impact of the rules on digital signature adoption, security, 

and user satisfaction. By adopting a proactive and adaptive approach to regulation, policymakers 

can ensure that the rules remain relevant and responsive to changing market dynamics and 

emerging threats. 

The Digital Signature (End Entity) Rules, 2015, established by the Central Government under 

the authority of section 87 of the Information Technology Act, 2000, serve as a regulatory 

framework for digital signatures in India. These rules align closely with the principles outlined in 

the UNCITRAL Model Law on Electronic Signatures. 

Both the Indian rules and the UNCITRAL Model Law share the objective of promoting the use 

of digital signatures by ensuring their security and reliability. The Indian rules provide guidelines 

for the issuance and management of digital signatures, aiming to create a secure environment 

conducive to e-commerce and digital governance. Similarly, the UNCITRAL Model Law 
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emphasizes the importance of reliable electronic signatures, regardless of their origin, to support 

global electronic commerce. 

 

International standards play a crucial role in both frameworks. The Indian rules stress the need 

for stringent identity verification and authentication procedures, reflecting the Model Law's 

focus on recognized international standards to assess the reliability of foreign certificates and 

electronic signatures. This alignment helps minimize fraud and unauthorized use, ensuring the 

authenticity and reliability of digital signatures. 

 

The Indian rules also address the challenges of widespread adoption, particularly for small and 

medium-sized enterprises (SMEs) that may face significant compliance burdens and resource 

constraints. The Model Law supports a flexible, technology-neutral approach, allowing various 

methods of electronic signatures as long as they meet reliability standards. This flexibility is 

crucial for addressing the compliance concerns of SMEs. 

Cross-border recognition and interoperability are key areas of alignment. Both the Indian rules 

and the Model Law highlight the importance of mutual recognition agreements and harmonizing 

regulatory requirements to facilitate international trade and cross-border digital transactions. This 

is essential for the global acceptance and seamless functioning of digital 

signatures.Technological advancements are another common focus. The Indian rules suggest 
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periodic reviews to accommodate new technologies, such as blockchain and biometrics, aligning 

with the Model Law's adaptable approach to future developments. 

The Digital Signature (End Entity) Rules, 2015, align well with the UNCITRAL Model Law on 

Electronic Signatures by promoting secure and reliable digital transactions, ensuring 

international recognition, and adapting to technological advancements. These similarities help 

create a robust legal environment for digital signatures, fostering trust and confidence in digital 

transactions both domestically and internationally. 
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